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Abstract 
We present a solution for managing the devices and virtual instruments in a SCADA system by introducing a platform that 
makes use of semantic protocols to achieve flexible communication. This framework can also provide an integrated 
security management system. 
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1. SCADA Architectures
1.1. TCP-based SCADA Architectures 
SCADA systems often include devices that are directly connected through a LAN or intranet. As the 
number of such devices grows, scalability becomes a primary concern. 
The most common format used for sending data is XML (Extensible Markup Language), which is both 
human-readable and machine-readable. It provides a simple and standard structure for exchanged data, so that 
it can be easily processed.  
The main advantage of this format is its ubiquity, as it is supported by browsers, development 
environments for web applications, and many APIs. 
Another commonly used format is JSON (JavaScript Object Notation). It improves on XML through 
simplicity, as it has a smaller grammar. A simpler syntax determines better performance, i.e. easier and faster 
parsing, without any constraints on the range of data structures that can be represented. On the other hand,  
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JSON is not extensible and human readability is impoverished. 
Each device is associated with a sequence of parameters which ensure their correct functioning within the 
SCADA system. For instance, a device that provides the interface between Ethernet and RS232/422/485 
networks is controlled by the parameters shown in Figure 1.  
Fig. 1. Parameters for the Ethernet to RS232/422/485 converter. 
The correct behavior of a SCADA system is de-The correct behavior of a SCADA system is dependent on 
these parameters, and hence, handling them is of major importance. The management of the parameters 
consists of storing, updating and retrieving them. The first task is achieved through a database, in which 
values can be manually introduces during configuration or modification of the SCADA architecture. 
The parameters can also be updated during runtime. Automatic updates require intelligent devices which 
enable online reading and configuration of parameters. 
Figure 2 shows the parameters of such a device, detected by scanning all the devices in the SCADA 
system.  
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Fig 2: Device detection and parameter display. 
Security matters can be addressed by keeping track of the configuration of the network, including the 
identity of the devices and their parameters. This information can be exploited by running an IP protocol over 
the network, and using the IP addresses as unique identifiers. Any packets in the network that contain in their 
headers IP addresses that cannot be found in the parameter tables can be deemed as intrusive and dropped. 
1.2. SCADA Architectures with Intelligent Sensors 
Acquisition and control systems, as well as intelligent sensors, can make use of the existing TCP 
infrastructure in order to achieve connectivity. Intelligent sensors are 4-20 mA unified-signal sensors, which 
have the ability to send their measurements in a digital form. In addition to the measured values, they can also 
set and transmit configuration parameters. The most commonly used protocol for data transmission is HART 
(Highway Addressable RemoteTransducer). HART transducers can collect and send data both in analogue 
and digital forms on the same channel, contending for the medium in amulti-dropped way. 
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Fig 3: Database structure for intelligent sensors 
1.3. Database Structure 
Considering the significant number of parameters associated with each intelligent sensor, a database 
management system is required. Figure 3 shows an example of such a database. 
1.4. Parameter Management 
As mentioned before, updating the parameters can be done either automatically or manually, when the 
sensors cannot scan the network or set parameters. The most common approach is to use a combined solution, 
which enables automatic reads and requires human aid for those parameters that could not be automatically 
provided by the sensors. 
Figure 4 shows the interface of an application for manual management for intelligent sensors. 
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Fig 4: Application for intelligent sensor parameters management. 
2. SCADA Semantic Protocols
2.1. Flexible Communication 
One of the dominant features of SCADA architectures is diversity, present at diferent levels of granularity; 
this includes devices (such as intelligent sensors) and network connections. However, the complexity is hid 
from the end user through a HMI (Human Machine Interface), which is an apparatus that facilitates the 
interaction between a human operator and the system. 
This structure of a SCADA systemcan support virtual instrumentation, a technique that makes use of 
customisable software and measurement hardware to enable the user to define their own measurement system. 
The latter is called a virtual instrument, as it is a tool speci_cally designed to satisfy specific information 
needs. Virtual instrumentation requires a series of system properties. First, we need a uniform communication 
between all devices in a SCADA system, because any two devicesmay be required to interact and exchange 
data. Second, the communication must be capable of coding a wide range ofmessages, being able to 
accommodate devices with diferent versions and functionalities. This kind of exibility requires an abstract 
language whose semantic properties can be exploited. Simply using formats such as XML or JSON is 
unsatisfactory, as they only provide a syntactic description of the data. 
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A new approach is therefore needed: coding must be done using semantic protocols, which first inform the 
devices on the type of data that is to be transmitted, and then provide the actual data. 
One particular issue is ensuring that semantics is not altered during transfer among dieffrent types of 
devices, so the transfer standards must provide this additional assurance. 
2.2. Security Management 
Security is one of the major concerns in SCADA systems, because they often control physical processes 
whose wrongful behaviour might impact the environment and the society. SCADA systems face challenges 
when it comes to security. The major reason is that such systems were created to achieve goals such as 
robustness and ease of operation and maintenance, while security did not have priority in the design process. 
Another justification is that SCADA systems often employ numerous devices, which must be interconnected 
and controlled. Even when there is no Internet connectivity, network attacks are still possible. Security is 
handled by embedding IP tools into semantic protocols. Keeping track of all the authorised IPs and the 
network connections among them is a first requirement. When a device is presented with the type of data that 
is to be sent, it replies with a list of IPs representing the identities of all nodes that are allowed to 
communicate with it. In this way, any attempt to pollute the network with malicious data is prevented: packets 
are dropped when they originate form an unrecognised source. The same core idea can be employed in 
ensuring error correction, by introducing error management capabilities into the semantic protocol. When a 
device is presented with an unrecognisable type of data, it can return lists of errors, including correction hints. 
2.3. HMI Management 
HMIs are collections of virtual instruments, together with the interaction rules among them. This is the 
reason why managing HMIs boils down to managing virtual instruments. Therefore, the semantic protocol 
must embed content and interaction templates, such that an HMI interrogated by the HMI management system 
can respond with its own content and interaction structure. This results in a platform with uniform access to 
the different SCADA resources. Extensions of this platform include new facilities based on intelligent 
systems for data aggregation and processing, data mining, or error and incident management. 
3. Conclusions and Future Directions
Platforms designed for virtual instruments and HMI management can also be employed in intelligent 
systems for data and incident interpretation, their customisation, and migration towards mobile 
or cross-platform devices. In addition, the platform that we presented can constitute a framework for 
distributed SCADA systems that make use of cloud-computing technologies. 
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